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Develop a healthy and mindful 
digital identity by understanding 
how we build our image, how 
gender shapes different dynamics, 
and how we relate to others  
and exercise our rights.

Foster respectful and inclusive 
relationships by recognising 
and avoiding dehumanising 
dynamics online. Actively 
promote equality and positive 
digital coexistence.

Analyze information and detect 
disinformation and harmful 
content to make decisions based 
on your own judgment.

Learn to identify, prevent and 
appropriately manage situations 
of digital violence, taking an 
active and supportive role—as 
a bystander—when faced with 
humiliation or harassment.

Learn to protect your personal  
data and respect other people’s  
privacy and intimacy. Make  
informed decisions about what we 
share, understanding that privacy is 
both a right and a responsibility.

Develop habits and tools to protect 
devices and personal information, 
understanding how poor individual 
practices can put those around you at 
risk (family, school and community).

Understand the lasting 
nature and impact of your 
online actions, both now and 
in the future, as well as their 
real-life consequences.

Encourage intentional, productive and 
creative use of the digital environment. 
Learn to self-regulate and maintain 
a healthy balance in your life, going 
far beyond simply counting the hours 
spent in front of digital devices.

DIGITAL CITIZENSHIP IDENTITY

DIGITAL EMPATHY

CRITICAL THINKING

CYBERBULLYING MANAGEMENT

PRIVACY MANAGEMENT

CYBERSECURITY MANAGEMENT

DIGITAL FOOTPRINT

SCREEN-TIME MANAGEMENT
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DIGITAL COMPETENCES8 
For a safer, healthier and more critical and responsible digital life


